Business Service Order Form Jlacll glhd) doaall cilb §)laiwl t
stc Cyber Security Center  stc Cyber Security Center s C

New Customer O 2032 Juac | Service Address Shifting O doxall yo daléiwdl Ylgic puss

Service Amendments Add-on m} doaall &9lbl wibasi | Service Termination o doaall cle!

stc CSC Service stc CSC doas
doaall asu ©ljilul 620 (@.5) Wlpiisll ouw)
Service Plan Commitment Period Subscription Fee (BD)
stc CyberWatch O | # stc yoye @d) Total One-Time Fee
stc CyberWatch Premium O | stc Proposal Reference # Total Monthly Fees
stc CyberSecure O |12 Months u] )
Service
stc CyberSecure Premium O | 24 Months O | Credit
Limit
stc SOC as a Service O | 36 Months m}

Professional Services
Standard Professional Services a
Advance Professional Services a

stc CSC: Device Add-ons stc CSC :audlb) djgoi

jlea)l ggi sasll
Equipment Model (eITET11414%

ERC - VM

ERC - 1270

ERC - 2650

IPS - 3100

IPS - 5100

ADM - VM

ADM -1270

ADM - 3500

stc CSC: Feature Add-Ons stc CSC :adls) wljroo

sasll
(eITET,1414%

Extended Offline Log Retention - CyberWatch

Extended Offline Log Retention - CyberSecure

Additional Log Sources - 10 Supported Log Sources

Additional Log Sources - 20 Supported Log Sources

Additional Log Sources - 50 Supported Log Sources

Increase Events Per Second (EPS) - 100 EPS

Increase Events Per Second (EPS) - 200 EPS

Increase Events Per Second (EPS) - 500 EPS

stc CSC: Service Add-ons stc CSC :audlb] wlons

sasll
(eITET11414%

Standard Use Case Reports - 5

Customized Use Case Reports - 1

Custom Log Source Parser (Unsupported Device)

Critical Incident Monitoring and Alerting
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stc CSC service location address - if different than the company

wwgall Ylgic (e lalide LS 13] — ste CSC doas wusdyi glgic

address (available in account opening form) (Qlwall clinil 25g0i us ugaall)
Address Ulgi=ll
Office/Flat/House G/ daudh/wibo
Building ixall
Road el
Block 2anall
City diyaall
PO. Box upll Ggain
Customer’s Service Administrator Contact Details Jolgill (e Jgguall wabgall iy
Title MR O sl MRS O 6wl MS 0O éwws Dl OTHERO g1 sl
First Name Jadl el
Last Name ol
Job Title byl auall

Office/Business Phone

uidall/Josll Wil a8

Number

Mobile Number Jibgall ag)
Fax Number puslall a8
E-mail Address GIgEAI Il 3yl

|, the undersigned acknowledge that | have read and signed the stc
business Master Cloud Services Agreement and Cyber Security
Center Service Terms and confirm my acceptance to adhere to it.

Authorised Signatory Name:

Authorised Signatory CPR:

Authorised Signatory Signature:

Date (dd/mm/yy):

Company Stamp

Official Use (stc use only)

Wloaa) dpuyyl aidlasill oléaig bgpb cisdag wiyd il olisi gdgall Ui j8i

Hig stc go ilpudl goll jS10 wloasg Jlac il glhd) aylawll duugall

gy Jolall oljillg Jgusy

........................................................................................................ 12281 U§aall (ol auwl
......................................................................................................... 129Ul Jgaall ol a8
................................................................................................... 121851l J§aall goauid| gidgi

............................................................................................................ (&il/ sgaidll/ 0 gu)l) 2yl

(ba$ ste pladiwl) ol ©ladilwil

Customer Account Number: idrasl Olwo @8)

Account Manager’s Name: ‘olwall pao @l

Signature: i2u8gill
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Sc¢C

stc Cyber Security Center Service (“CSC"”) Terms

The services being provisioned under this Service Order Form are governed by the terms and conditions stated below and signing of this Service Order
Form and using the provisioned Services will mean our acceptance of these terms.

1. You agree to be bound by the following, in this order of priority AND INCLUDING ANY CHANGES:
1. The stc business Master Cloud Services Agreement;
12.  The Service Order Form with service specific terms and conditions;
13. Service Proposal or Service User Guide with service description and including any promotional terms;
14.  any relevant click-through agreement for the Services you received.

2. For each Service You subscribe to, the Activation Date is:
21 The date You start using the Service; or
22. The date of which We have completed installation and confirmed installation of the Service at your Service Location;

The Agreement will be valid for the Commitment Period identified in this Service Order Form.

4, Upon Service or Agreement termination, Your right to use the Service will immediately cease and We shall have no obligation to forward Your Data,
information to You or to process data and/or message requests in any particular manner in relation to the said Service.

5. Transfer of the Service Location as per the Service Order Form to another shall be conducted by Our Technician only, after You sign and submit a new
Service Order Form with the request for the transfer of the Service Location, mentioning the new and complete credentials of the Service Location.

6. We take all necessary measures to securely create, use, store or dispose of all information We manage, so that it cannot be lost, stolen or manipulated,
or used without Our authorization. We are committed to applying all privacy and data protection principles onto Our business operations to provide
You with Our products and services; however, Our liability remains limited to terms stated in stc business Master Cloud Services Agreement.

7. When You use the Platform (Platform in this CSC Terms means stc technical solution for the provisioning of Services to You), information may be
collected about Your device, its location including browsing and searching as You interact with Our Platform, applications, IP address, Line Number,
device numbers and identifiers, account information, web addresses and any other information, which may be related to Your connection and
browsing options. We may use this information for operational performance measurement and other business purposes; and to assist Us in delivering
more relevant marketing messages through the Platform.

The event logs will be collected from the identified log sources.
9. The activity drill down can be performed on events that are suspected security incidents.
10. User activity can be monitored through event drill down.
1. No customer data is collected, monitored or viewed.

12. Phishing attack is the attempt to obtain sensitive information such as usernames, passwords, and credit card details, often for malicious reasons, by
disguising as a trustworthy entity in an electronic communication. We will not, at any time, request you for any of your personal data like usernames,
passwords, credit card etc. through email or other social media. Any such event shall be reported to Us immediately through our customer service
helpdesk.

13.  We have the best threat hunting tools and team to analyze and mitigate evolving threats, but nothing assures absolute security as threats keep on
evolving along with zero-day malwares that can affect the data or network. There is no tool in the world that can ensure absolute security even if they
perform behavioral analysis for zero-day Malwares/threats. We provide best effort service to ensure state-of-the-art monitoring and Analysis for your
IT environment.

14. Weaknesses will be identified across the IT Infrastructure to increase the effectiveness of monitoring and minimize any false positive or false
negatives.
The activity might affect end-devices performance occasionally.

15. Your Responsibilities

151 You agree and understand that You are responsible for maintaining the confidentiality of Your password associated with access to the services
of this Platform.

152, Accordingly, You agree that You will be solely responsible to Us for all activities that occur under usage of Your Account username and
password.

153.  You warrant that You will only use the Platform and the Services You receive in an appropriate and lawful manner and by way of example and
not as a limitation, You shall:

1531, Comply with the stc business Master Cloud Services Agreement, all local laws, rules and regulations applicable to your use of the Service
offerings.

15.3.2. Notreceive, access, transmit or broadcast any content which is unlawful or in breach of any intellectual property right (including Copyright);

15.3.3. Not transmit any electronic content (including viruses) through the Platform, by which causes or is likely to cause detriment or harm to Us or
others.

15.34. Not attempt to gain unauthorized access to any of Our Services, other accounts, computer systems or networks connected to any of Our
Services through hacking or any other means.

154.  You must provide Us with Your up to date contact details at all times. If You do not provide Us with Your valid contact details, We cannot
provide the Services to You.

155.  You will provide all pre-requisites to provide and maintain the services including the log source information and access to provide required
logs and event details.

15.6.  For unsupported log sources, your will be responsible to coordinate with the manufacturing vendor to provide required information to write
parsers.

157 You will be responsible for safe keeping and providing acceptable, controlled environment, suitable for IT assets, for provided CPEs as part of
the Service.

158.  Alllog sources should be synchronized with advised global time server.

159. Ownership of the Equipment (i.e.) CPEs shall be vested with stc during the Commitment Period.

1510.  Alllog sources to be monitored by stc as requested by the Customer should be synchronized with global NTP servers advised by stc CSC team.

151, For all virtual appliances provided by stc during the Commitment Period as an ancillary support service, You agree to provide the required and
compatible infrastructure and support for smooth operation.

1512.  For CyberWatch plans selected by the Customer, You agree to provide stc authorized personnel the required log server at your premises, and
shall allow the Service log server access to stc SOC (for the avoidance of doubt “SOC"” means stc Security Operations Centre established and
operated by stc under the CSC Service).
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